
A Guide to Avoiding Internet Scams for the

Elderly

The digital world is filled with opportunities and risks. Among these risks, internet

scams are a significant threat, especially to the elderly, who might not be as familiar

with digital deceit tactics. This guide aims to equip you with knowledge to navigate the

web safely.

Common scams and how to avoid them:

 Phishing scams:

 
● What: Scammers impersonate legitimate organizations to steal personal

information.

● How to avoid: Verify sender information, think critically about

links/attachments, and use up-to-date antivirus software.

 
 Identity theft:

 
● What: Unauthorized access to your personal information to commit

fraud.

● How to avoid: Secure personal documents, use strong passwords,

monitor accounts, and stay informed about data breaches.

 
 Romance scams:

 
● What: Fake online relationships designed to swindle you out of money.

● How to avoid: Never send money online, perform background checks,

and talk to trusted friends or family.

 
 Fake shopping websites:

 
● What: Websites that mimic legitimate retailers to steal financial

information.

● How to avoid: Check for secure payment methods, look for HTTPS in the

URL, and trust your instincts on too-good-to-be-true deals.

 



 Job scams:

 
● What: Offers for non-existent jobs that aim to collect personal or financial

information.

● How to avoid: Research the company, never pay for job offers, and be

cautious of high salary promises for minimal work.

 
 Lottery or prize scams:

 
● What: Claims that you’ve won a prize, but you need to pay a fee to claim

it.

● How to avoid: Remember, if you didn't enter, you couldn't have won.

Ignore requests for payment.

 
 Tech support scams:

 
● What: False claims of computer issues to make you pay for unnecessary

services.

● How to avoid: Legitimate companies will not contact you for unsolicited

support. Do not grant remote access to your device.

Fake charity scams

● What: Scammers soliciting donations for non-existent charities.

● How to avoid: Donate only to well-known charities and verify them

through official registries.

Travel scams

● What: Offers for free or discounted vacations that may have hidden costs

or don't exist.

● How to avoid: Book through reputable travel agencies or direct

providers and read the fine print on offers.

Investment scams

● What: Offers promising high returns with low risk, often involving

cryptocurrencies.



● How to avoid: Conduct thorough research, be skeptical of unsolicited

offers, and seek independent financial advice.

General tips to stay safe online:

● Educate yourself: Keep abreast of common online scams and the latest

cybersecurity practices.

● Verify information: Always double-check the sources of unsolicited offers,

whether they're for prizes, jobs, or investments.

● Secure your accounts: Use strong, unique passwords for each online account,

and enable two-factor authentication wherever possible.

● Protect your personal information: Be cautious about the information you

share online, especially on social media.

● Ask for help: If something seems suspicious or too good to be true, talk to a

friend or family member before taking action.

 


